
In a recent sale transaction, a real estate agent had his email 
account hacked. The hacker was watching emails going to and 
from the agent and the escrow officer. When the transaction 
was getting ready to close, the hacker created a fake email 
account that, upon a cursory glance, looked like the escrow 
officer’s email account but was only slightly different. 
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August Fun Facts & Events
1. August Birthstone:  the Peridot and the Sardonyx
2. Zodiac Signs:  Leo - 07/23 - 08/22,  Virgo  - 08/23 - 09/22
3. August Flowers of the month:  the Gladiolus and the  
 Poppy 
4. August is the last full month of Summer in the year
5. The month of August was named after Julius Caesar
6. Friendship Day - first Sunday of August 
7. Romance Awareness Month 
8. National Family Fun Month
9.  National Peach Month
9. National Golf Month
10. National Picnic Month
11. The month of August is often referred to as the “dog days 
 of summer”
12. August 26 is Women’s Equality Day
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where we share our             knowledge and experience.

E S C R O W  C O R N E R
YOU have hit the Lotto!

NEW VIDEOS ON

Delivery of the Closing Disclosure
This video explains how and when the Closing Disclosure is 

delivered to the borrower is very important to ensure 
compliance with the new rules and a successful closing. 
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Seller’s Closing Disclosure
This video will introduce you to the Seller’s Closing 

Disclosure which will be prepared by the settlement agent. 
The Closing Disclosure must be provided to the seller no 

later than the day of consummation; which is the day 
the borrower signs their loan documents.
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Then, the hacker attempted to have the buyers wire 
their closing funds to an unrelated third party by 
sending an email to the agent, with a copy to the buyer, 
purporting to be from the escrow officer, using the 
faked email account. 

The email from the hacker read as follows: 

  “Hi Guadalupe, closing on the 16 June by 4 pm & statement 
process is progressing and you will get the buyer to wire there 
fund this week today to enhance smooth closing.”  

The buyers had already signed their closing documents 
and deposited their closing funds with a cashier’s check 
in the amount of $33,000, and so the buyers responded: 

  “Sorry, I don’t understand the request, my personal funds are 
already in the escrow account? Does this refer to me contacting 
my bank to get their funds deposited into the account or does 
that just happen?”  

The hacker’s response: 

  “You are required to get your lender to get fund deposited into 
the account I will give you the wire instruction if you able to 
wire funds today so let me know.”  

The buyer: 

  “Okay will get it done today, please send instructions.”  

Hacker: 

 “Here you go, attached is the wire instruction kindly send the 
confirmation of transfer once done for reference purpose.”  

The buyers dutifully forwarded the emailed wire 
instructions to their lender, thinking they needed 
them in order to fund the loan. Much to the loan 
officer’s surprise, when she opened the attachment 
she discovered wire instructions to an account of an 
unrelated third party named Jane Doe. The loan officer 
then forwarded the email to the REAL email account of 
the escrow officer, who in turn shared the whole chain 
with Chicago Title’s national escrow administrator. 

The national escrow administrator sent the email string 
along with the wire instructions to the bank in Texas 
where Jane Doe’s account was held, informing them 
their account holder was attempting to divert and 
steal $33,000 from unsuspecting buyers in a real estate 
transaction.

The bank in Texas immediately contacted Jane Doe 
only to discover she was not a criminal at all. Instead, 
Jane was actually a victim in the foiled crime. The bank

representative called Chicago Title’s national escrow 
administrator to share additional details they learned 
from Jane. 

The representative said Jane was an elderly woman 
who had been notified by email she had won a lottery 
amounting to millions of dollars. The notification stated 
she had to pay a fee to a law firm in order to collect her 
winnings. The notification went on to say the host of the 
lottery would loan her the money to pay the law firm 
until she received her winnings. Thereafter the amount 
of the loan would be deducted from her winnings. 

Jane received a separate email notification asking for 
her bank account information so the loan funds could 
be wire transferred to her account. She obliged with 
the request and waited for the funds to arrive. She had 
every intention of turning around and remitting the 
funds to the “law firm.” Thanks to this particular buyer, 
however, the funds never arrived. The bank told Jane 
she was involved in a scam and they are actively helping 
her change her bank account information. 

HOW IT WORKS 

In most cases, a NON–Chicago Title’s email account 
of a party to the transaction is compromised with the 
attacker sending fraudulent emails in each direction 
during the wire transaction. 

a. Attacker compromises an email account of a party 
to the transaction and monitors emails relating to the 
transaction. As Chicago Title accounts are protected 
through a variety of means, it is outside email accounts, 
like real estate agents, lawyers, buyers and sellers, 
which are being compromised. 

b. Attacker sees emails containing wiring instructions, 
and intercepts and deletes the email within the 
compromised account.

c. Attacker sends a fake or spoofed email to a wire 
remitter (buyer or escrow officer) appearing to come 
from the party who had sent the legitimate wire 
instructions; and this faked or spoofed email contains 
fraudulent wiring instructions.

d. Buyer or escrow officer receives the fake email 
and unknowingly wires the money to the fraudulent 
account, then emails the sender that the transaction 
has been completed.

e. Attacker then intercepts and deletes further emails 
traveling both ways to create confusion, all the while 
covering their tracks and escaping with the money. 

**Be aware! Online banking fraud is on the 
rise. If you receive an email containing WIRE 
TRANSFER INSTRUCTIONS call your escrow 
officer immediately to verify the information 
prior to sending funds.** 


